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Abstract: In an increasingly dynamic and
unpredictable world regarding IT security, it's
essential to use adequate solutions that boost
infrastructures protection, whether local, in the
cloud, or hybrid. This article contextualizes the
challenges of the new reality of remote work with
traditional security solutions. Furthermore, it
explains the importance of implementing a
solution that has a holistic view of the
infrastructure and correlates all suspicious or
attack events. Thus, it enhances an improved and
updated security to the current reality.
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Abstract: The world is increasingly dynamic
and unpredictable in terms of computer security.
It is important to use appropriate solutions that
enhance the protection of infrastructures, whether
local, in the cloud, or hybrid. This article
contextualizes the challenges of the new reality of
teleworking with traditional security solutions
and explains the importance of implementing a
solution that has a holistic view of the
infrastructure and correlates all suspicious or
attack events to enhance security improved and
updated to the present reality.
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l. Introduction

The arrival of the Coronavirus pandemic
has changed the paradigm of global companies
that have been constrained to change their
strategies and  accelerate  their  digital
transformation so that their staff could work from
home. Thus, new challenges have emerged for
businesses as they adapt to an operating model.
Working from home has become the 'new
normal’, and cybersecurity has become a
significant concern.

A study [1] states that 73% of the people
who began working from home did not receive
any training on using corporate resources safely.

Within a remote working environment, the
use of videoconferencing software and
collaboration tools has increased dramatically,
and this growth has further increased attackers'
interest in exploiting security gaps, including in
this video conferencing software. For instance, a
vulnerability was found in the Microsoft Teams
messaging service, which allowed the attacker to
gain access to all of the organization's accounts.

Furthermore, employees often use
personal accounts on free services such as Google
Docs to exchange files, and they even use
personal devices to access corporate data.

In short, it's pretty tricky to control the
remote environment in which employees work,
and attackers have adapted, innovated, and exploit
all potential vulnerabilities within the corporate
network. So, traditional computer security
solutions have become ineffective.
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The typical endpoint user equipment
security solution (Endpoint Detection and
Response or EDR), a security information and
event management (Security Information and
Event Management or SIEM) platform will be
presented in this article.

In addition, a new tool for threat detection
and response (Extended Detection and Response
or XDR) will be presented, with the
differentiating feature of providing a holistic and
simple view of the entire technological
framework and also being able to correlate all
events that occur, improving detection
effectiveness, minimizing false alerts, and
simplifying its management.

1. Literature Review

According to Hassan et al. [2], EDR tools
generate a high volume of false positives and
delay investigation tasks. In addition, determining
the integrity of these alerts requires tedious
manual work. The large load of log retention
resources also causes them to be excluded before
the investigation is started.

According to Karantzas and Patsakis [3],
EDR solutions collect data from the endpoints,
then store it and process it in a centralized system.
However, as the name suggests, only endpoint
data is collected, and no network information is
collected.

According to Slate [4], the large volume
of endpoints in companies increases the
likelihood of wvulnerabilities being exploited.
Typically, less importance is given to these when
compared to other operations in the company.

According to Gonzalez et al. [5], current
SIEM systems are pretty limited in response, and
countermeasure actions are selected and
implemented without conducting a
comprehensive impact analysis of attacks.

According to Chopra and Mahapatra [6],
the correlation and contextualization process
involves registering the events to create a picture
of the attack or security incident.

According to Vielberth and Pernul [7],
SIEM uses only log data and machine-generated
events, which causes a lack of information in the
absence of human interaction.

According to Jauhiainen [8], Extended
Detection and Response (XDR) is an approach to

simplify technologies from a security team and
administrative point of view. Previously, the
technologies and tools used to be scattered and did
not work as a single unified engine. Typically,
XDR solutions cover cloud, network, and
endpoint workloads.

I11.  Approach

A.  Endpoint Detection and Response
(EDR)

This built-in endpoint security solution
combines continuous, real-time monitoring and
data collection with automated responses based
on rules and analytics. The expression was
suggested by Anton Chuvakin [9] to describe
emerging security systems that detect and
investigate suspicious activity on hosts and
endpoints, applying automation to enable security
teams to identify and respond to threats quickly.

This system allows having a single, global
view of the endpoints as well as of their activities.
It provides a centralized and integrated platform
for data collection, correlation, and analysis, as
well as for coordinating immediate threat alerts
and responses, and has the following primary
functions [10]:

a) Monitoring and collecting potential threat
activity data from endpoints;

b) Analyzing data and identifying malicious
patterns;

c) Automatically respond to identified
threats by removing or stopping them as
well as sending alert notifications;

d) Analysis tools to scan for identified threats
and to detect suspicious activities.

EDR adoption is expected to increase in
the coming years, with a yearly growth rate of
26%. [11].

One of the drivers for the increase in EDR
adoption is the increase in network-connected
terminals. Another important driver is the
increasing sophistication of cyberattacks, which
focus on endpoints as easier targets to infiltrate
into a network.

On average, an information technology
(IT) department manages thousands of endpoints.
These endpoints include computers, servers,
tablets, smartphones, Internet of Things (loT)



devices, and even wearables such as
smartwatches and digital assistants.

A study of SANS [12] indicates that 44%
of IT teams may manage up to 500,000 endpoints
and that each endpoint is a potential entry point
for cyberattacks. Hence, their visibility and
protection are critical.

Though today's antivirus solutions can
identify and block threats and, to some extent,
create automation, multiple security tools
working independently complicate the process of
detecting and preventing attacks, significantly if
they overlap and generate similar security alerts.

B.  Security Information and Event
Management (SIEM)

SIEM is a solution that aggregates and
analyzes the activity of the different resources of
the entire information technology infrastructure
and was developed to help security administrators
implement security policies and managing events
from various sources.

Usually, a SIEM is made up of separate
blocks:

a) Source device;

b) Event collection;

¢) Event normalization;
d) Action rules;

e) Event Storage;

f) Monitoring

This type of solution provides real-time
analysis of security events generated by network
devices and applications, and it is also possible to
automate the selection and implementation of
countermeasures. Current response systems select
and implement security measures without
conducting a comprehensive impact analysis of
attacks and response scenarios.

In general, a SIEM solution provides the
following features:

a) Correlation rules: the success of an event
detection by a SIEM depends on the
power of the correlation rules;

b) Datasources: ability to collect events from
multiple, diverse data sources in the
infrastructure;

c) Real-time processing: the ability to handle
real-time data under constant change;

d) The volume of data: Analyzing large
volumes of data from different sources is
essential to get more details on events;

e) Visualization: It helps in the interpretation
and interactive exploration of the
collected data;

f) Data analysis: It allows an analysis of
equipment event patterns;

g) Forensic: It will enable the analysis and
event and even the capture of packets of
network connections that are considered
malicious;

h) Complexity: they are typically difficult to
implement and manage;

1) Risk analysis: it may include features to
perform risk analysis on the managed
infrastructure;

J) Reaction and reporting features: Actions
that SIEM supports to react against
security incidents and how they are
expressed to the correlation mechanism.

Although this solution provides good
resources in terms of correlation, storage,
visualization, and performance and allows the
automation of reactions, these are still limited and
are put into practice without conducting a global
analysis of the impact of attacks and response
scenarios [13].

Current SIEMs handle large volumes of
data, but none have all the required data to detect
all incidents. In addition, they provide limited
contextual information on their native events, and
one of the main flaws is related to unstructured
data and emails.

For instance, one may detect an increase
in activity on an IP address, but there is no
visibility into who created that traffic or which
files were accessed. In this situation, context will
make all the difference. Thus, it may be either
trustworthy data transfer or information theft.

The lack of context in security alerts may
lead to a high number of false positives, which
will cause security teams to start ignoring events
and suffering an actual attack potentially.

SIEM solutions are essential to the
security ecosystem, but these are not infallible.
They only have visibility into the incoming data,
and with no further context on that data, teams
generally check and validate false positives or
insignificant problems.



Therefore, context is critical in the world
of data security to know which battles to fight.

C.  Extended Detection and Response
(XDR)

It is an approach for threat detection and
response, providing a global and straightforward
view of the entire technological scope. Thus, it
enables data visibility across networks, clouds,
endpoints, and applications, applying analytics
and automation to detect, analyze, hunt, and patch
threats [14].

The central differentiating point of XDR
is that it collects and correlates data from the
entire infrastructure, including email, endpoints,
servers, cloud workloads, and networks, enabling
global visibility and advanced threat context.
Therefore, threats can be analyzed, prioritized,
pursued, and corrected to prevent data loss and
security breaches.

As the visibility is increased, as is the
threat context, events that would not have been
addressed before can be correlated as a whole,
allowing security teams to identify and eliminate
or mitigate the severity and scope of the attack.

XDR consolidates multiple products into
a cohesive, unified security incident detection and
response platform, evolving endpoint detection
and response solutions [15].

XDR  solutions  enhance  security
operations efficiency, improving detection and
response by combining visibility and control
across endpoints, the network, and even the cloud.
It collects and filters the various telemetry
streams, analyzing tactics, techniques, and other
types of threats to simplify operational security
resources, providing a threat-focused business
context and supporting faster response.

In general, it provides features such as
detection and response to targeted attacks, support
for user and device behavior analysis, threat
intelligence, allows the reduction of the need to
analyze false-positive events by correlating and
confirming these alerts automatically, it makes
more accurate incident triage, allows
prioritization of activities, and comprehensive
infrastructure analysis.

Thus, the security team will have more
information on the following points:

a) Detection: critical threats are combined
with endpoint telemetry, and the collected

security events are further analyzed on
complex platforms;

b) Investigation: it allows the correlation of
all relevant collected event information
and provides support in identifying the
problem’s root cause;

c) Recommendations: it provides advice to
deepen the investigation through further
queries and allows for actions to be taken
to either contain or remediate a detected
risk or threat;

d) Hunting: it will enable querying a data
repository containing sensor telemetry
from various vendors to detect suspicious
behavior and threats, and thus taking a
resolution action;

e) Itispossible to block known and unknown
attacks by  leveraging artificial
intelligence-based analytics and
behavioral threat protection to stop
malware, exploits, and fileless attacks.

IVV. Discussion
A. Event Context

The word context in the dictionary means
"a set of circumstances surrounding an event or
situation,” In cybersecurity, understanding the
context is being able to differentiate between
detecting a real threat or a false positive. For
example, it would be pretty difficult to protect the
infrastructure if each suspicious event was
investigated isolated.

EDR security systems generate numerous
events from the endpoints, yet managing them
would become quite complex  without
contextualization.

Conventional antivirus could not identify
all the threats, and it was necessary to create
something that would monitor the endpoint to
detect suspicious behavior and alert a security
analyst should it occur. However, despite the
simple idea, collecting and analyzing all the
endpoint data creates other data storage and
processing problems.

The data collected is just data until the
analysis is carried out. Since the threat landscape
is constantly changing on the part of the attackers,
all the automation rules created for analysis have
to be refined and modified regularly. Assuming
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that you have no storage issues and the rules are
always up to date, there is one final hurdle:
context.

In computer security, traditional rules and
mechanisms do generate events in case of
identified potential threats. The problem is that if
there isn't a set of conditions, there will be an
excess of events, and this way, security centers
would be challenging to manage. Thus, adding
context to events will make security management
more effective and mitigate false positives [16].

Therefore, by implementing a solution
with intelligent context, one gains the ability to
correlate automatically or through artificial
intelligence the system's different activities, and
thus becomes possible to relate processes and
their heritage, helping to describe step by step the
detection of the malicious system's behavior. It
also supports understanding how the detection
and response logic can be implemented at the
contextualization level and adjusting the number
of events that the security team will receive on the
status of their environment.

B. How does XDR differentiate from
SIEM?

XDR is considered a SIEM successor.

SIEM's primary capability is collecting
and analyzing large volumes of log events and
other data. It's primarily a research tool, requiring
security teams to do a great deal of analysis to
conclude.

XDR is focused on threat detection and
response. It differentiates by automatically
responding to threats or, if that is not feasible, it
speeds up investigation and analysis, improving
response times.

XDR's differentiating feature is that it
provides visibility into the entire attack lifecycle
in correlation to the whole environment, from
infiltration to lateral movement, cleanup, or
mitigation.

Adopting EDR, SIEM, and other solutions
independently do not provide the strategic context
and correlation needed to assess the current threat
environment meaningfully. The XDR solution
could help in filling this gap.

V. Conclusion

There are more and more devices and
software that company employees use, which are
hosted in multiple locations, and hackers are
becoming more innovative and inventive when it
comes to exploiting vulnerabilities and preparing
attacks. It is therefore essential for companies to
be aware that they have to be ready for the
unknown. Thus, the response to attacks has to be
increasingly fast and effective. It becomes
essential to implement simplified solutions that
allow security teams to have a global view of the
infrastructure and all its applications and the
existence of context and correlation of events.

Although there are no infallible solutions
in computer security, implementing XDR will
improve the effectiveness of security operations.
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